> 



Utility Patent Application 
INVENTOR: Jonathan T. G. Mackey 
DOCKET NO. M007US 



TITLE 

HARDWARE INTEGRATION SYSTEM 

FIELD OF INVENTION 

foooij This invention relates generally to the field of automated vision or marking systems and, 

more particularly, to a computer controlled system that is capable of controlling, integrating and 
tracking the use and actions of various machines involved in a systematic vision and/or marking 
operation. This application is related to, and claims all statutory benefits of, the Provisional 
Patent Application Serial No. 60/396,904 entitled "HARDWARE INTEGRATION SYSTEM" 
and filed on July 15,2002. 

BACKGROUND OF INVENTION 

f0002/ The encoding, marking and detection of information on various manufactured articles is a 

useful means for manufacturers to track inventory, maintain quality control and perform other 
routine functions. In light of recent advances in automated machine vision and marking systems 
and software, the wide-scale adoption and implementation of such systems has occurred in fields 
as varied as automotive part manufacturers, clerical operations, retail sales, production of silicon 



{412961:2} 



Pagel 



INVENTOR: Jonathan T. G. Mackey 
DOCKET NO. M007US 

chips/microprocessors and medical and pharmaceutical supplies. As a result, numerous systems 
and methods for marking, reading and treating encoded information have evolved over the years. 
10003] In addition to well-known alpha-numeric representations, numerous other standardized 

methods for encoding information have been developed. These systems utilize color-contrasting 
bar codes or data matrices wherein standardized patterns of dots or bars are utilized to represent 
numbers and/or letters. Many organizations, including but not limited to the Electronics Industry 
Association, the National Aeronautic and Space Administration, the Air Transportation 
Association, the Automotive Industry Action Group and Semiconductors' Equipment 
Manufacturers Institute, have endorsed particular specifications for variations of bar codes or 
matrices. 

[00041 Accordingly, examples of specific linear and two dimensional bar code systems (many of 

which are part of the public domain or otherwise available for general use) include: 

(OOOSI Uniform Sv mbologv Specification Codabar (ANSI/AIM BC3-1995'> - A system capable 

of encoding numeric data by way of start/stop characters, which may be used to 
convey additional information. Figure lA depicts an example of this linear bar code. 

W006] International Svmbologv Specification Code 128 (ANSI/AIM BC4-1999) - A system 

which permits encoding of alphanumeric and full ASCII data, along with high 
information density encodation of numeric data strings. Figure IB depicts an 
example of this linear bar code. 

100071 International Svmbologv Specification MicroPDF417 - This system employs multi-row 

symbology and incorporates a fixed level of error correction for each symbol size. 
Figure IC depicts an example of this two-dimensional bar code. 

[0008] Similarly, two-dimensional matrix systems (many of which are part of the pubhc domain 

or otherwise available for general use) are also in widespread use. Notably, these systems are 
particularly helpful in that they can be incorporated on to metal or other non-black-and-white 

Page 2 

{412961:2} 



INVENTOR: Jonathan T. G. Mackey 
DOCKET NO. M007US 

contrast articles, thereby constituting a marked improvement over standard bar code 
technologies. Such two-dimensional (2D) matrix systems include: 

I'^'^'^^i Uniform Symbology Specification Code One - This system utilizes dark and light square 

data modules, along with a finder pattern of parallel lines within the interior of the 
symbol. It is designed for a fixed level of error correction, conforms to standard 
escape sequences and code pages and can be used for large data file encoding and 
small item marking. Figure 2A shows an example of this two-dimensional matrix. 

f''^^^! International Svmbologv Specification Maxicode (ANSI/AIM RCIO) - This system 

utilizes a fixed-size symbol containing dark and Ught hexagonal modules and a bulls 
eye finder pattern. It also includes two selectable levels of error correction and 
conforms to standard escape sequences and code pages. Figure 2B depicts an 
example of this two-dimensional matrix. 

l^^^^l International Svmbologv S pecification Data Matrix r ANSI/AIM BCin - This system 

utilizes dark and light square modules in conjunction with a finder pattern along the 
perimeter of the symbol. It permits error correction, conforms to standard escape 
sequences and code pages and can be used for small marking applications in a wide 
variety of printing and marking technologies. An example of this two dimensional 
matrix is shown in Figure 2C. Additional mformation on this system can be 
discerned from U.S. Patent 4,939,354 which is hereby incorporated by reference. 

I^f^i^l International Svmbologv S pecification OR Code TAIM ITS/9/00 n - This system uses 

dark and light square modules with a finder pattern in three of its four comers. It 
contains selectable levels of error correction, possesses capability for encoding 
Japanese Kana-Kanji characters and conforms to standard escape sequences and code 
pages. It finds utility in small marking applications for a wide variety of printing and 
marking technologies. Figure 2D depicts an example of this two dimensional matrix. 
Additional information on this system can be discerned fi-om U.S. Patent 5,726,435 
which is hereby incorporated by reference. 



As will be readily appreciated by those skilled in the art, various other systems exist. 
Reference can be made to the Association for Automatic Data Identification and Data Capture 
Technologies (http://www.aimglobal.orgA> or other similar organizations in order to determine 
the complete extent and nature of these systems. Significantly, to the extent that new variations 
of these systems are continually conceived or updated, it should be understood that the invention 
described below is equally applicable to any encoding system, whether a new system, one that is 
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described above or known in the art and/or any updated versions thereof. Likewise, the 
invention described below will have equal applicability to traditional alpha-numeric 
representations utilizing virtually any known alphabet or numbering system (e.g., Latin character 
set, Cyrillic character set, Arabic numerals, binary code, etc.). 

100141 In response to the development of bar codes and matrix systems, a wide variety of 

machines have been developed both to create and read such encoded information (herein referred 
to as marking and vision machines, respectively). Examples of machines capable of reading and 
marking such information on articles include a wide variety of imagers, vision boards, handheld 
scanners, fixed vision cameras, optical readers, charged coupled devices and other similar 
apparati, and a few exemplary references, all of which are incorporated by reference, include: 
U.S. Patents 5,550,363; 5,614,704; 5,790,715; 6,302,329 and 6,508,404. Additionally, marking 
machines can be as varied as laser or ink-jet printers, pin-marking machines, micro mills, devices 
for etching, lasers and the like. 

10015] Not surprisingly, the proliferation of different marking machines has made compatibility 

of disparate systems a key concern for those involved in the vision and marking fields. Each 
machine possesses its own interface and user instructions which, often times, may be distinct 
from the other machines utilized in the operation. This is especially true in applications where 
both vision and marking operations are utilized. To date, industry practice in the field of 
automated marking machines has been to provide individual dedicated machines, both as a 
matter of simplicity (insofar as manufacturers of these machines are relieved from the substantial 
burden of developing an integration system) and perhaps as a matter of profitability (insofar as 
there is an arguable advantage to being able to sell completely new machines to the marking 
industry, rather than less expensive integration systems). Whatever the case, industry has not yet 
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adopted universal software standards or operational specifications for communication between 
differing machines, and particularly with respect to the integration of vision and marking 
systems. 

[0016] Even though an industry standard for integration does not yet exist, various computer 

applications have attempted, with limited success, to optimize particular functional aspects of 
these marking machines. Because these applications and programs are often linked to inventory, 
sales records, physical document locations or other critical functions, separate software systems 
have been developed to maintain detailed, auditable records of how operators use these 
machines. Additionally, yet other computer applications have been developed to transport and 
manage the data and audit records across a computer network and/or to an external archiving 
location (many of these programs and/or machines are themselves linked to such networks). To 
date, no single application exists to integrate and manage all of these disparate elements, in all 
likelihood for the exact same reasons that manufacturers of the marking and vision machines 
have not made any serious attempts to standardize their machines. 

[0017] Not surprisingly, this multiplicity of software applications and machines creates problems 

for the vision and marking industry insofar as many of the applications and machines best suited 
to particular application are simply not compatible with one another, thereby forcing the user to 
implement multiple computer systems and/or become well versed in the use of multiple 
applications/machines (resulting in poor resource utilization). Moreover, the separate training 
for each application/machine that is required for operators utilizing the system results in expense 
and time consuming training. Yet even more difiBculties are encoimtered when these varying 
applications are linked to a computerized network for the purposes of archiving the data and 
audit logs created by some applications. 

Page 5 

{412961:2} 



INVENTOR: Jonathan T. G. Mackey 
DOCKET NO. M007US 

100181 In short, a single computer application which integrates and coordinates the operation of 

such vision/marking machines and the various software applications associated therewith has not 
been created to date. A software appUcation which provides a single user interface to coordinate 
and control the various machines involved in the generation, application, reading and data 
management and transport across a computer network of encoded information (namely in the 
form of traditional alpha-numeric, linear and two-dimensional bar codes and/or two-dimensional 
matrices) would be welcomed by the industry. Moreover, a software application which 
permitted auditable tracking of an operator's use of such machines, along with the concurrent 
capability to transport across a computerized network and maintain an external, auditable log of 
the data generated thereby, is also needed. Finally, a system which generally simplifies the use 
of vision and/or marking machines, their related software and their associated auditing and 
tracking features, without the need for sophisticated training for the operator or time consuming 
procedures developed only for a specific configuration of machines, would be similarly well- 
received. 



SUMMARY OF INVENTION 

(00191 The present invention solves the aforementioned problems and others by providing a 

software system for integrating the operation of a plurality of vision and/or marking within a 
system. The software system selectively links the machines to a user interface, and the interface 
or the elements of the vision/marking system itself provide a series of inputs to the software. In 
turn, the software processes these inputs and generates a desired output. Finally, the software 
controls the appropriate elements of the vision/marking system in a manner that is consistent 
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with the inputs and/or outputs (uhimately, the nature of the inputs and outputs will be 
determinative of the nature and extent of the control). 

10020] The present invention also contemplates a system for selectively controlling at least one 

vision or marking machine. This particular system includes means for identifying an input from 
the machine (whether such input is generated by the machine itself or in the form of a user 
prompting the machine to provide the input), processing the input to generate a desired output, 
controlling the machine in a manner that is consistent with the output and generating a historical 
record of the performance of the system. 

10021] Additional functions and features for the embodiments of the invention are described in 

greater detail below. While particularized examples are given for the sake of clarity, it should be 
understood that the description of the invention, and the claims appended to this application, 
expressly encompass all the variations and functional equivalents of these additional functions 
and features. 

BRIEF DESCRIPTION OF THE DRAWINGS 

10022] Figures lA-lC depict various forms of linear and two dimensional bar codes for 

encoding data. 

10023] Figures 2A-2D depict various forms of two-dimensional matrices for encoding data. 

[0024] Figure 3 depicts the physical elements of a marking system which can be controlled by 

the present invention, along with how these elements are linked together. 
[0025] Figure 4 is a functional diagram showing how the various elements of the present 

invention interact. 
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[00261 Figure 5 is a flowchart showing the options and functions available to a user-operator of 

the present invention. 

10027] Figure 6 is an exemplary depiction of audit log report generated by the present invention. 

[0028] Figure 7 is an exemplary depiction of a report generated by the present invention. 

(00291 Figure 8 is a flowchart showing the options and functions available to a user- 

administrator of the present invention. 



DETAILED DESCRIPTION OF THE INVENTION 
10030] As its goals, the present invention seeks to provide a unitary method and system for 

controlling disparate machines within a vision and/or marking system. Often, these machines are 
made by different manufacturers and/or rely upon different hardware and software systems 
during operation. Thus, the present invention solves the aforementioned compatibility problems 
between those systems. At the same time, the present invention is structured in such a way as to 
permit recognition and incorporation of virtually any model or manufacture of a marking 
machine without the need for rewriting or generating new computer code and without the need to 
continually revise or account for changes to the particular machines within the system. 
[0031] Additionally, the present invention allows for administrative controls by a single entity 

across a marking system which may have multiple user operators (these operators being linked to 
the system via a single terminal or a network of individual work stations). These controls permit 
a single user-administrator to perform any of the following basic functions (all of which will be 
described in greater detail below): creating and modifying any number of user-operator 
interfaces in order to restrict a particular operator's use of the system (referred to as the Grey 
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Screen and Grey Screen Designer); logging activity of each user-operator accessing the system 
and establishing and enforcing security parameters accordingly; and/or broadcasting data, audio 
or video transmissions to each user-operator's control panel. The unplementation of these 
controls may also include a specialized graphical interface for the user-administrator so as to 
simplify the creation and management of the profiles. Notably, these controls are implemented 
within the existing framework of the network required to control the disparate vision and/or 
marking machines, so as to provide the user-administrator with a single, standardized control and 
interface. 

[00321 The actual user-operator of the system is similarly afforded with a single interface 

(selectively created and controlled by the user-administrator) to communicate with and control 
any and every machine within the system to which that particular user has been granted access 
by the administrator. The user-operator may: create and modify universal templates related to 
operational parameters or inputs required by a plurality of machines in the system, which are 
applied according to those machines after being appropriately recognized and processed by the 
software; remotely operate the machines in the system, including providing particularized 
instructions with respect to certain functions in order to compensate for the method of marking 
(e.g., if the user is utilizing an etching machine to mark a 2D matrix, the software selectively or 
automatically modifies the marking instructions sent to that etching machine so as to account for 
the expansion of etch material upon the article itself); efficiently manipulate information that is 
to be encoded and marked on an article by automatically translating the information into 
whatever encoding system the user selects; similarly understand and manipulate encoded 
information that has been read from an article by selectively or automatically recognizing the 
encoding system and translating the encoded information into a more understandable format; 
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combine, incorporate and/or export data to or from an external database into the marking/reading 
operation (discussed in greater detail below); and track and generate reports concerning 
operational data of the system or particular machines in the system, a log of user actions taken 
and/or detailed information concerning the encoded information which has been read or marked 
on the articles being handled by the system. 

[00331 In the instance of controls and functions afforded to the user-administrator and the user- 

operator, it should be understood that the particular items identified above are believed to be of 
particular applicability to the marking industry. Nevertheless, it is possible to provide additional 
features without departing from the principles of this invention. As such, the invention is 
specifically intended to cover any functionality which increases productivity, security or utility 
of an integrated hardware vision or marking system. 

[0034] As alluded to above, data management is another key element of this invention. Because 

all of the machines in a system are linked, controlled and monitored by a single software 
application, the application itself can be designed to automatically log and track historical 
performance data, in terms of operation of the machine(s), actions taken by the user(s) and/or the 
actual encoded information being read or marked on the articles handled by the system itself 
This data can then be mcorporated into the aforementioned reports. The data can also be 
exported to external data storage systems, via a computerized network, so as to create audit logs, 
archives and/or back-up copies of the data. The utilization of external data storage is particularly 
important for instances in which the user needs to re-install or verify data because of difficulties 
encountered on the user's local installation or network (e.g., a local installation which has 
crashed or been compromised by way of a security breach can be restored through the use of 
external data storage). 
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10035] Likewise, the seamless incorporation or utilization of data into the operation of a marking 

system is also possible using the present invention. For example,, the present invention permits 
users to selectively link databases to the system. In practice, the information is automatically 
transferred to or from the database (depending upon the user's instructions). This functionality 
permits the system to automatically generate items such as creation dates (also referred to as the 
"bom on" dates), serial numbers, product information, user-created fields of information and 
numerous other identifiers that will be readily understood and adopted by the user. By the same 
token, in a reading operation, the present invention permits a plurality of disparate reading 
machines to have information obtained therefi-om automatically transferred into a database 
selected by the user. 

[0036] Because the present invention is capable of functioning across a computerized network 

(in addition to being installed on a single CPU), it is possible to install and provide support for 
users relying upon that same network. This functionality should be particularly important with 
respect to installations and service provided over the internet or world-wide web. Relying upon 
knovra programming techniques related to incremental data downloads using a computer code 
such as Active X (thereby permitting the function to occur in several different user sessions, if 
needed), the present invention selectively and/or automatically communicates with a centralized 
computer system maintained by the software provider in order to allow user registrations, to 
perform a software integrity checks (thereby insuring that the installation is current), to install or 
update software, to backup data and system configuration information, to re-install software and 
to report errors and debug the software. To date, it is believed that no other marking system or 
marking system software provides its users with such capabilities and that, as such, the present 
invention fiilfiUs a long-standing need within the industry. 
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100371 As mentioned previously, the present invention is appUcabie to virtually any system of 

encoding information (i.e., alpha-numeric, linear or two dimensional bar code, two dimensional 
matrix or otherwise). To the extent that new variations of these systems are continually 
conceived or updated, it should be understood that the invention described below is equally 
applicable to any encoding system, whether a new system, one that is described above or known 
in the art and/or any updated versions thereof. Likewise, the invention described below will 
have equal applicability to traditional alpha-numeric representations utilizing virtually any 
known alphabet or numbering system (e.g., Latin character set, Cyrillic character set, Arabic 
numerals, binary code, etc.). 

100381 The present invention utilizes object-oriented programming techniques to implement the 

goals and purposes described herein. In particular, the invention utilizes a specially developed 
software kernel, coupled with a unique graphic user interface, to accomplish these goals. 
Significantly, while object-oriented techniques and kemel drivers are generally understood in the 
art, the inventor is unaware of any attempts to date to provide the fiinctionality and/or other 
capabilities for the integration of hardware found in common marking systems as is described 
herein. Furthermore, while hardware marking systems are used as an exemplary model, it should 
be understood that certain aspects of this invention, including the coordination and export of 
data, may be applicable to a wider range of potential uses. 

100391 The invention is particularly well-suited to implementation by way of XML or Active X 

programming code. Nevertheless, any code may be utilized. In selecting a particular 
programming code, the size of instructions and data packets being sent over the computerized 
network will be a particular concem. Additionally, a code that is compatible with a wide variety 
of operating systems and marking machine outputs is best suited to the present invention. 
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100401 Notably, the present invention may require user-implemented protocols to properly 

incorporate new hardware into the system, prior to the user being able to link that hardware into 
the system itself. These protocols are a series of standardized instructions which help the user to 
provide the proper inputs and configuration for the software so as to permit that software to 
detect the hardware bemg added. In essence, these protocols are similar to the "set-up wizards" 
commonly found in other commercial software in that they simply comprise a systematic series 
of written questions and answers which aid in determining the particular operating system or 
software structure of the machine. This determination is particularly relevant for many older 
machines, which rely upon outmoded and essentially obsolete computer codes or chips which are 
not readily compatible with the code of the present invention. Once the nature of the 
chip/software in the machine to be added to the system is determined, the user configures the 
software accordingly. Operatively, the software code constituting the present invention includes 
portions of code which essentially mimic these older systems, thereby affording the present 
invention even greater compatibility and, as a result, fimctionality to the extent other marking 
systems require separate or non-unitary control. 

I0041I By way of example, the software of this invention is designed to fimction seamless in 

Microsoft's Windows® operating system (although the invention can be modified to operate on 
other similar platforms). Many of the dedicated marking and reading machines contemplated by 
this invention actually utilize programmable logic circuits with customized input/output 
circuitry. Likewise, although most computers today rely upon 32-bit software applications, the 
machines used in the marking industry may rely upon older, slower software applications. The 
invention (by way of its protocols) recognizes all of the various nuances in each machine, and 
then provides the end-user (either an operator or an administrator) with a singular interface. 
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having standardized commands and fimctions, which links and controls all of these disparate 
machines. This "handshaking" is accomplished through the utilization of various DLL protocols, 
as will be understood by those skilled in the art of programming. Individual DLL protocols are 
established as needed to facilitate communication between the computer running the software of 
the present invention and the machines being controlled by it. 

[0042] Particular attention must be paid to the organization and hierarchical structure of the 

software code itself. A programmer utilizing this invention must insure that a coherent, efficient 
and readily adaptable file structure is established so that the software is capable of quickly and 
readily searching and sorting through the files of the computer(s) linked to the system (whether 
those computers are associated with the software of the present invention, the various user- 
operator panels, the database system, the data storage system or the marking and reading 
machines themselves) in order to identify the necessary drivers and DLL protocols. 

100431 Artificial intelligence principles may also be utilized to assist in the processing of 

encoded information by the software. In particular, a programmer implementing the present 
invention may choose to afford the software with the ability to detect certain trends or patterns 
and apply those detected trends/patterns to new situations. In doing so, the software will operate 
more efficiently and with less need for user-operator or user-administrator prompting or 
intervention. 

(00441 Commonly encountered graphical user interface techniques may be incorporated into the 

software so as to provide the user with a familiar and standardized means for interacting with the 
invention. In particular, features such as multiple select, drag and drop icons, what-you-see-is- 
what-you-get methodology, activation/short keys, Windows® Common Object Model interface 
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protocols and other similar types of standard features can be utilized to implement the fimctions 
which comprise the invention, so as to enhance and simplify the user's experience. 
[0045] The elements of a typical marking system, along with a generalized representation of the 

present invention, are shown in Figure 3. Marking system 10 comprises one or more marking 
machines 12. Scanner or symbology reading device or devices 14 may be provided in addition 
to, or in place of, marking machines 12. The particular types of machines 12 and devices 14 are 
enumerated above and incorporated herein by reference, although it should be understood that 
the present invention encompasses any similar type of reading or marking means known in the 
industry. 

[00461 At least one operator control panel 16 is also included in the system. This control panel 

can be a dedicated set of input and output devices, including buttons, mouse-like pointers, touch 
screens or other such implements (including some of the aforementioned graphical user interface 
techniques). The panel 16 itself permits an operator to selectively utilize any or all of the 
machines and devices 12, 14 in the system 10. This utilization is effected by way of a single 
CPU or computerized network 30. Notably, the term network specifically includes a local area 
network, a wide area network or the world-wide web. Also, while the term "computer" is 
generally used, it should be understood that this computer relies upon the particularized 
instructions and controls of the software control system 50 of the present invention, described 
below and readily understood as an integral element of this invention. 

[00471 Software control system 50 may be installed locally or via the network 30. The software 

control system comprises computer code which is specifically written to implement the fimctions 
mentioned above. Those skilled in the art should be able to select the appropriate code and 
language according to the principles discussed above. 
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1004S1 Database 18 can be incorporated into the system, either on the same computer as the 

software control or as a separate, networked system. The possible uses of such a database have 
been described above. 

[0049] In contrast to database 1 8, external data storage system 20 must be connected via network 

30. The advantages of such an external system have been described above. 

[00501 Figure 4 shows the functional relationship of the elements of the present invention. Input 

100 is provided to software system 50. As will be described in greater detail below, input 100 
can be a user-operator defined variable, a user-administrator defined variable or data that is 
provided from an external source (i.e., a computer network, a machine within the marking 
system 10, a database 1 8 or a dedicated external data storage system 20). To the extent that these 
inputs 100 may actually be present in the system 10 itself, the input 100 may be self-generated 
and completely transparent to a user-operator or user-administrator, although it should be 
understood that not all inputs 100 must be self-generated. 

100511 The software system identifies the nature of the request 1 10 and responds accordingly. If 

the input 100 relates to information processing, the software handles the input according to the 
information processing request protocol 120. In contrast, if the input relates to a request to 
interact with one or more specific pieces of hardware within the system, the second protocol 130 
is followed. As a third option, the software may recognize and; deal with the input 100 as a 
request for a software or system integrity check 140. Each of these protocols 120, 130, 140 will 
be dealt with separately below. 

10052] Information processing request 120 can constitute any number of functions related to the 

marking operation. Most likely, it v^U be a request to encode or translate a specific input (i.e., 
encoded information read fi-om or marked to an article being handled by the marking system 10, 
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a user-defined piece of information, etc.); to create, modify or apply a user-operator template, 
security setting or other administrative control (as discussed above); to bind or incorporate data 
from a database 18 or external data storage system 20; to generate a report based on certain 
parameters (i.e., system performance, activities of users, activities of machines, etc.); and/or to 
mark or read a specific piece of information to or from a machine in the marking system 10. A 
key step in acting upon request 120 is to identify the encoding system (if any) in question, as 
represented by protocol 122. Depending upon the nature of the request 120, the software system 
50 will implement an appropriate application, subroutine, algorithm or other protocol to 
manipulate the information in a manner consistent with the input 124, thereby generating an 
appropriate output 126. This manipulation step 124 may optionally include a data binding or 
other exchange of information between database 18 and/or data storage system 20 (as shown by 
the dashed-line arrows present in Figure 4), although the code of software system 50 itself may 
be written so as to internally contain all necessary algorithms, data or other transformative steps 
without the need for database 18 or external data 20. Also, it is possible, but not necessary, for 
database system 18 to be externally linked to the data storage means 20. Output 126 may take 
the form of actual instructions or interaction with a machine within the system 130, information 
sent into database 18 (note that this step is different from the data binding operation represented 
by the dashed-line) and/or information sent to an external data storage system 20. 
10053] Machine interaction protocol 130 enables the user to selectively control any machine 12, 

14 that is linked to the system. To the extent that a machine 12, 14 can provide the input 100, it 
should be understood that this type of input, in fact, represents the present invention's ability to 
recognize and interact with marking machines 12, 14 made by a wide variety of manufacturers 
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and for a wide variety of marking applications. The specific machines contemplated by this 
invention were previously enumerated above. 

10054/ As a key step in machine interaction protocol 130, the software identifies the appropriate 

means of communicating with the device in question, as represented by step 132. As mentioned 
above, this means may be a DLL protocol or other similar means (i.e., an application, a 
subroutine, appropriate plug-in file, algorithm or other protocol). In turn, the software then 
generates an appropriate command so as to implement the interaction request 130. Ultimately, 
the specific form of identification step, as well as instruction generating step 134, will vary with, 
and be determined by, the precise configuration and content of the system 10. As noted above, 
the machine 12, 14 itself may then generate a separate input 100 for the system 50. 

100551 Software or system integrity verification request 140 is yet another novel aspect of the 

present invention. The software system may automatically perform such requests on a pre- 
determined basis through the inclusion of appropriate protocols in the software code itself. 
Alternatively or additionally, a user may provide an input to prompt system 50 to perform such a 
verification. Essentially, verification request 140 will either cause the system to determine the 
necessity obtaining a particular install or update 142 and then generating an appropriate output in 
response thereto 144. Typically, this output 144 will be a request transmitted over a 
computerized network transmitted to an external resource 150 to provide fiuther updated data 
inputs for the system 50. In the event such updated data inputs are provided, the software system 
50 may actually update its internal parameters or code as required by that input, as shown in step 
146. 

(0056) The particularized options and choices encountered by a user-operator are depicted in the 

flowchart of Figure 5. Notably, the options hsted in Figure 5 are intended to be exemplary, 
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rather than exhaustive. Enumeration of these functions should further assist the programmer in 
implementing the present invention, although it will be readily understood that the categories or 
specific options listed in Figure 5 do not necessarily represent discrete and separate portions of 
software code. Instead, as is common in object-oriented software, some of these functions may 
include or build off others. Ultimately, Figure 5 is intended to aid the programmer rather than 
represent a hierarchy or narrowly defined program structure. 

[00S7I Essentially, the options and functions available to a user-operator can be generically 

categorized as follows: template functions 210, report generation functions 220, machine 
interaction functions 230, data or information manipulation functions 240 and network functions 
250. Other functions which further aide in the integration of marking systems may be possible. 
By the same token, it should be understood that the means and steps enumerated in the claims 
below can encompass any one of the function or functions contemplated by this paragraph. 
Also, as an added security feature, the user-operator may only access these functions after 
completing log-in operation 200. 

(00581 A user-operator may create templates 211, modify templates 212 or export and apply 

templates 213. In practice, templates constitute subsets of information that can be utilized or 
sent to the various machines 12, 14 which constitute marking system 10. As part of the 
modification process, the user can implement a "step and repeat" feature in order to copy and 
paste set pattems into a region of that template. Also, it should be understood that these 
templates may be relied upon any nimiber of the other user-operator functions identified herein. 
In particular, the software system 50 may refer back to any one or more of these user-operator 
created templates to establish default settings for other templates or outputs generated by the 
system 50. 
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100591 Report generation functions 220 all rely upon the historical and performance data that is 

generated, monitored and/or logged by software system 50. Audit logs 221 relate to the 
historical or archival information. User information 222 can include reports on user activity. 
Performance reports 223 include data on the performance of the entire marking system 10 and/or 
particular machines 12, 14 in the system. Customized information reports 224 are defined 
through an interactive process by the user and can include virtually any subset of information or 
data linked to the system. In each instance, the software system 50 will automatically retrieve 
and incorporate the necessary information or data from the appropriate elements of the entire 
system 10 (for example, to the extent external data storage system 20 might be utilized, the 
software system 50 will be programmed to recognize and retrieve data therefrom). Figure 6 
shows a graphical user interface that may be used to generate reports, whereas Figure 7 
represents a preferred screen image/presentations of such a report. 

[00601 Machine interaction fiinctions 230 rely upon and implement plug-in files or other 

protocols associated with communicating with the individual machines 12, 14 linked to the 
system 10. To the extent that these functions represent a key element of the invention, those 
familiar with the marking industry will readily recognize the unique and powerful operations that 
can be accompUshed by these functions. In particular, a user-operator may engage or start a 
machine or any particular set of machines 231 and/or similarly disengage or stop a machine or 
set of machines 232. Additionally, the user-operator can institute the protocol to detect and/or 
establish a connection with a machine or set of machines that are appropriately linked to the 
system 233. 

10061] Data and information manipulation fiinctions 240 embody a wide range of fimctionality, 

and as with the aforementioned machine interaction options, the integration of these data- 
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handling options across the entire system 10 is unique to the present invention. A user-operator 
may bind, integrate, import or export data 241 from a database or external data storage device 
(clearly, this operation may also require use of the machine interaction functionality). This set of 
options also includes the selective ability to encode or translate any encoded information system 

242 and to review and further manipulate those results in real-time through interaction v^th the 
user-operator control panel 16. Again, to the extent that function 242 requires additional user- 
operator functionality, such functions are an inherent part of step 242. A final and unique feature 

243 of software system 50 is its ability to permit the user, through control panel 16, to 
manipulate the symbology (encoded or otherwise) and to customize instructions to insure that 
symbology is accurately read or marked by ^machines 12, 14. The manipulation may include 
control of character attributes or spacing; error compensation features; zone styles; zone cloning; 
live camera set up (in order to permit the operator to view a particular machine, or article for 
marking by that machine, within the control panel 16 itself); establishing user-defined grading 
scales related to particular features or parameters of an operation, along with the optional ability 
to view and export real-time results; and corresponding functions for any two-dimensional 
symbology created thereby (i.e., 2D matrix growth compensation/control, 2D zone data binding, 
etc.). 

10062] The network functions 250 represent yet another advance by the present invention in 

comparison to the prior art. The software to implement these functions can include the use of 
data encryption, check-sums and incremental data downloading in order to ensure the integrity of 
operations carried out over any computer network (be it local area, wide area or intemet/world- 
wide web based). In particular, the user-operator may request a software or system integrity 
check 251. Product registration 252 and customer service or support 253 are also possible. A 
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significant advantage is the user-operator's selective ability to perform export of data 254 to a 
legacy system, such as a back-up data storage system. Finally, the network functions include the 
ability to broadcast data, audio or video transmissions to other users 255 within the system 10 
(and particularly, to other user-operator interfaces/control panels and/or to the administrator's 
interface/control panel). As with many of the functions above, function 255 may require 
additional functions from other subgroups. 

[00631 Examples of the type of controls that may be included in software system 50 and 

selectively exercised by a user-administrator are shown in Figure 8. As with the user-operator 
functions, access to the user-administrator functions can be secured and controlled by user- 
administrator log-in feature 300. 

[0064] The most preferable user-administrator functions include those referred to as Gray Screen 

functions 310, centralized controls 320 and a generic categorization of other controls 330. As 
before, this list is merely exemplary, and those skilled in the art may other functions which 
would be attractive to an admmistrator of an integrated marking system without departing from 
the principles of this invention. 

[0065] Gray Screen functions 310 provide the user-administrator with the ability to establish 

separate, customized user-operator interfaces. To the extent that these user-operator interfaces 
are the point of contact for that user-operator, it should be apparent that the user-administrator 
can exercise considerable control over access and utilization of the system by way of functions 
310. Function 311 permits the creation of an unlimited number of interfaces, each having 
specific functions associated with and designated for a particular user-operator. Function 311 
also includes the ability to replicate a particular type of screen for multiple user-operators. 
Modify user-operator definitions 312 permits alteration of such "grey screens," whereas 
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export/apply user-operator definitions 313 results in the publication/dissemination of those 
screens to the persons using marking system 10 and, more particularly, software control system 
50. 

[0066] Other centralized controls 320 are also provided, so as to permit universally implemented 

changes to the entire system 10. For example, a user-administrator may selectively alter, on a 
universal or ad hoc basis, any subservient software applications 321 linked to the software 
control system 50. Similar control may be exercised v^th respect viewing, creation, modification 
or implementation of particular audit logs 322, user rights profiles 323 and system elements 324. 
Any of these controls can either be standardized as an intrinsic, part of the software code or 
generated by interaction with the software system 50 on the basis of user-administrator defined 
parameters. In sum, a single user-administrator can effectively control the settings and 
parameters associated with any portion or element in the system 10. 

100671 Similarly, the user-operator functions 332 listed under other functions 330 represents the 

fact that the user-administrator may also be an operator, as in the sense of Figure 6. The user- 
administrator may also create, modify and implement additional security features and/or network 
connection information 331. Finally, as with the user-operators, a user-administrator may 
selectively broadcast data, audio and/or video transmissions across the network to the user- 
operator interfaces/control panels (or even over-ride a broadcast issued by a user-operator). 

(00681 Notably, the utilization or performance of any of the user-operator fimctions of Figure 6 

and the user-administrator functions of Figure 8 are automatically monitored and logged by 
software system 50. Data related to this monitoring/logging can then be selectively or 
automatically exported to a legacy system, such as data storage system 20, in order to provide an 
inherent level of accountability and traceability to the actions taken by users of and/or elements 
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in marking system 10. It is believed that this level of detail, unrivaled by any previously known 
system, will be particularly attractive to users who require audit records. 

100691 Furthermore, to the extent that the functions of Figures 6 and 8 are implemented over a 

computerized network, software control system permits a marking system to be decentralized. 
That is, the user-operators and/or user-administrators need not be physically proximate to the 
machines 12, 14 which constitute the system. Consequently, software system 50 is expected to 
improve and make more efficient disparate marking systems by standardizing access and control, 
as well as linking together heretofore incompatible machines or processes. 

10070] The ftmctions and controls described in Figures 6 and 8 are, by and large, data processing 

steps. As such, these steps are most closely associated with the information processing requests 
120 referenced in Figure 4, although it should be understood that the data processing steps might 
also inherently include interaction with the reading or marking machines (as reflected in Figure 4 
by virtue of the fact that information processing requests 120 can generated internally routed 
outputs to the machine interaction requests 130). As mentioned previously, all of the Figures— 
and especially Figures 4, 6 and 8 — are presented to further assist a programmer in drawing upon 
her/his experience to implement the unique aspects of this invention. 

[0071] In direct contrast to previously known systems, the present invention implements the 

functions mentioned above through a single software system 50. As such, those in the automated 
marking field will readily identify the invention as a significant improvement over prior 
techniques. In particular, the present invention provides a single integrated system, capable of 
incorporating virtually any marking machine, without the need for multiple layers of interfaces, 
computer connections or separated networks. 

Page 24 

{412961:2} 



